C KaXXIbIM I'OOAOM MOJIOACKHU B MHTCPHETC CTAHOBUTLCA 60JII)HI€, 4 IMIKOJIbHHUKHM OJHU H3
CaMbIX AaKTHBHBIX II0JIb30BaTECIICH PYHCTa. MG)KI[y TCM, IIOMHMO OI'POMHOI'0 KOJHYCCTBA
BO3MO)KHOCTGI>1, HHTCPHCT HCCCT U HpO6JI€MI)I. OTa mamsTka JOJDKHA ITOMOYb TeOe Oe30macHo
HaXOAUTHCA B CCTH.

Komnviomepnuvle supycoi

KoMmbroTepHbIil BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTrpamMM, OTIMUUTEIbHON
OCOOEHHOCTBIO KOTOPOW SABIISIETCSI CHOCOOHOCTh K Pa3sMHOKEHHIO. B 0omojiHEeHHWE K 3ToMy,
BUPYChl MOTYT TMOBPEAUTh WJIH T[OJHOCTbIO YHUYTOXHUTH Bce (ailiel W JaHHBIE,
MOJIKOHTPOJIbHBIE TOJIB30BATENI0, OT UMEHHM KOTOPOro Oblia 3alyllleHa 3apax€HHasi IporpaMma,
a TaKKe MOBPEANUTh WIM JaXe YHUUTOXXKUTH OINEPAlMOHHYIO CHUCTEMY CO BceMHU (ainamu B
1enoM. B 00IbIIMHCTBE CllydaeB pacHpOCTPAHSAIOTCA BUPYChI U€pe3 UHTEPHET.

Memoowl 3auumul 0om 6pe0OHOCHLIX NPOSPAMM.

1. Vcnonp3yil COBpEMEHHBIE ONEPAIMOHHBIE CHUCTEMBbI, UMEIOIINE CEPhE3HBIN YpOBEHb
3aIIUTHI OT BPEJOHOCHBIX IPOTpaMM;

2. IlocrossHHO ycTaHaBnuBail madyTu (UUQPOBHIE 3aIUIATKH, KOTOPHIE aBTOMATUYECKU
YCTAHABJIMBAIOTCS C 1EJbI0 JOPAOTKH MNpOorpamMMbl) M JApyrue OOHOBJICHHUSI CBOEH
orneparMoHHON cucteMbl. CkaunBail UX TOJIBKO C OQUIIMATIBHOTO caiiTa pazpaboTunka
OC. Ecnu cyniecTByeT peKuM aBTOMaTUYECKOTO OOHOBJIEHUSI, BKIIFOUH €T0;

3. Paboraii Ha cBoeM KOMMBIOTEpE MO MpaBaMH MOJB30BATENs, a HE aAMHUHHCTPATOpA.
DTO He MO3BOJUT OOJBUIMHCTBY BPEAOHOCHBIX MPOTPaMM MHCTAJUIMPOBATHCS HA TBOEM
NEPCOHAILHOM KOMITBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE MPOrPaMMHBIE MPOJIYKThl W3BECTHBIX MPOU3BOJIUTENEH, C

aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

Orpanunub (pU3NUECKUl JOCTYN K KOMIIbIOTEPY JIsl IOCTOPOHHUX JIULL;

6. Ucnonw3yit BHENTHUE HOCUTENW WHGOPMAIINH, TaKUEe Kak Quielika, TUCK uiu daii u3
UHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIE (DAiibl, TIOJYYCHHBIE W3 HEHAJIEXHBIX HCTOYHUKOB.
Jaxxe Te ainbl, KOTOpble MNpHUCHad TBOW 3HaKOMbIi. Jlyuiie yTouHM y Hero,
OTIPABJISI JIU OH TeOE UX.

o

Cemu WI-FI

Wi-Fi - aT0 He BUI mepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpeH 1, Mapka. Emie
B 1991 rony Huaepnanjckas kommaHus 3apeructpupoBaia openn « WECA», uro o6o3Havano
cinoBocouetanue «Wireless Fidelity», koTopblii TepeBOUTCS KaK «0eCIpOBOHAS TOYHOCTHY.

Jlo Hamiero BpeMeHHW JolUIa Jpyras abOpeBwaTypa, KOTOpas SBJSETCS TaKOW Ke
TexHosorue. Ito abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHAApT
BbICIINI 3BYKOBOM TexHUKU Hi-Fi, uTo B mepeBosie 03Ha4YaeT «BbICOKAs TOUHOCTDY.
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Jla, OecriaTHBI MHTEPHET-AOCTYN B Kade, OTeNsIX U a’3poroprax SBISETCS OTIUYHON
BO3MOKHOCTBIO BbIXOJla B UHTepHET. HO MHOTHE 3KCIIepPThl CYUTAIOT, YTO OOIIEeIOCTYITHBIE Wi-
Fi1 cetn He sBnsroTcsa 0€301aCHBIMU.

Cosemui no 6ezonacnocmu pabome 6 obuedocmynuwix cemsax Wi-fi:

1.

2.

He mnepenaBaii cBoro juuHyto uHGbopManuio uepe3 odOmenoctymubie Wi-Fi cern.
PaboTas B HUX, *enaTebHO HE BBOAUTH MApOIH IOCTYIIA, JOTUHBI U KAKUE-TO HOMEPA;
Hcnonb3yit u OOHOBIISI aHTUBHUPYCHBIE NIPOrpaMMbl U OpaHamayep. Tem cambIM Thl
oOe3ormacuilb ce0si 0T 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;

[Ipu wucnonwzoBanuu Wi-Fi otkmoun ¢yHkuuio «OOmui poctyn Kk ¢ainam u
npuntepam». JlaHHas QyHKIMS 3aKpbiTa MO YMOJYaHUIO, OJHAKO HEKOTOPHIC
MOJIb30BATEIN aKTUBUPYIOT €€ /I yA100CTBa UCIIOIb30BaHUs B paboTe Wi y4ueoe;

He ucnonb3yit nmyOommunbii WI-FI nms nmepemaun JAWYHBIX JTAHHBIX, HallpuMeEp IS
BBIXO/Ia B COIIMAJIbHBIE CETH WM B JIEKTPOHHYIO MOUTY;

Nnonb3yit Tonpko 3amuunieHHoe coeauHeHnue udepe3 HTTPS, a we HTTP, T.e. mpu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

B  wmoOwibHOM Tenedone orkmoun  QyHkiuio  «[logkimrouenue k- Wi-Fi
aBToMaTu4eckn». He momyckail aBTOMaTHYECKOTO MOAKIIOYEHHUSI YCTPONUCTBA K CETSIM
Wi-Fi 6e3 TBoero coracusl.

Coyuanvrvle cemu

ConuanibHble CETH aKTUBHO BXOJST B HAllly )KM3Hb, MHOTHE JIIOAM pabOTAIOT U KUBYT TaM
NOCTOSIHHO, a B Facebook yke 3apermcTpupoBaH MWILIMAp 4YEJIOBEK, YTO SIBISETCS OJHOU
CeIbMOM BCEX XUTENEW IaHeThl. MHOTHE MOJIb30BAaTENM HE MOHUMAIOT, 4YTO HH(pOpMaIus,
pa3MeIleHHass UMU B COLIMAJIBHBIX CETSAX, MOXKET ObITh HalJIeHA M UCIIOJIb30BaHA KEM YrOAHO, B
TOM 4HCJIE HE 0053aTeIbHO ¢ OJJaTMMHA HAaMEPEHUSAMH.

Ocnognbie cogemuvl o 6€30nACHOCIU 8 COYUUATLHBIX CeMAX.

1.

2.

Orpannyb cnMcoK Apy3el. Y TeOs B Jpy3bsX HE JOJDKHO OBbITh CIy4YalWHBIX H
HE3HAKOMBIX JIFOJICH;

3amuinai CBOIO YacTHYIO KU3Hb. He ykaspiBaii maposiu, TenedoHbI, aapeca, JaTy
TBOETO POXACHUS U JAPYTYI0 JHYHYIO HWHGOPMAIHIO. 3JI0YMBIIIJIEHHUKH MOTYT
UCIIOJIB30BaTh Jlake HMH(POpPMAIMIO O TOM, KaK Thl U TBOU POIUTENIH ITUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3amuinai cBOIO PemyTalrio - ACp>KU €€ B UUCTOTE M 3ajaBail cebe BOmpoc: XoTeln Obl
ThI, 4TOOBI JPYTHE TOJI30BATEIN BUICIH, YTO Thl 3arpyxaemb? [lomymai, mpexne
YeM YTO-TO ONYyOJIMKOBATh, HAMMUCATh U 3aTPY3UTh;

Ecnu T roBOpHIIB € TIOABMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIB3YH CBOE PEATBHOE UMSI
U JPYTYIO TUYHYI0 HHPOPMAIUU: UMsI, MECTO JKUTEJIHCTBA, MECTO Y4€OBbI U MPOYEE;
N36erait pasmenienust ¢ortorpaduit B UHTepHeTe, e Thl M300pakeH Ha MECTHOCTH,
110 KOTOPOM MOKHO OTPEACIIUTH TBOE MECTOIOJIOKEHHUE;

[Ipu peructpanuu B COIMAIbHON CETH HEOOXOIUMO HCIIOJB30BaTh CIOXKHBIC TAPOJIHU,
COCTOsIIIME U3 OYKB U ITU(DP 1 C KOJUYSCTBOM 3HAKOB HE MEHEe §;

JIist coruanbHOM CeTH, MOYTHI U JIPYTUX CAaWTOB HEOOXOJWMO HCIOJB30BaTh Pa3HbIC
napoyu. Torna eciu Te0s1 B3JIOMAIOT, TO 3JI0YMBIITUICHHUKY TOTy4YaT JOCTYM TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

InekmpoHHble OeHb2U
DNEeKTPOHHBIC JEHBIM — 3TO OYE€Hb YJOOHBIA CIOCOO TUIATEXKEW, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJYUYUTh 3TH ACHBIH.
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DONEeKTPOHHBIE JIEHBI'W MOSIBUIMCh COBCEM HEAABHO M MMEHHO M3-3a 3TOI0 BO MHOIHMX

rocyAapcTBax 0 CUX IOp HE MPOIMUCAHO MNP0 HUX B 3aKOHAX.

B Poccun ke oHr GyHKIHOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJI€ UX Pa3IesioT

Ha HECKOJIBKO BHUJOB — AaHOHUMHBIC U HE aHOHUMHBbIE. Pa3HHIla B TOM, YTO aHOHUMHBIE - 3TO TE,
B KOTOPBIX pa3peliaeTcs MPOBOJIUTh oOmepanuu 0e3 HACHTU(PUKAIMK [OJb30BaTEeNsl, a B
HEAaHOHUMHBIX UACHTU(UKAIIMY MOJIB30BATENS SBISECTCS 0053aTENBHOM.

Taxke crneayeT pasznuyaTh AJIEKTPOHHBIE (UATHBIE ACHBIM (PaBHBI TOCYAapCTBEHHBIM

BaJIIOTaM) U 3JIEKTPOHHBIE HE(UATHBIC IEHBI'H (HE PAaBHBI TOCYIAPCTBEHHBIM BaJIOTaM).

OcHosHble cogembl no 6e30nacHol pabome ¢ INeKMPOHHbIMU OeHb2AMU.

1. TlpuBsbku K cueTy MOOWIBHBIM TenedoH. DTO camblii yIOOHBIH U OBICTPBIN CrOCO0
BOCCTAaHOBUTH AOCTYN K cueTy. [IpuBs3aHHbIil TenedoH MOMOKET, €CIH 3a0y1elIb CBOI
TJIATEKHBIN MTApOJIb WM 3aU/ICIIb HA CAUT C HE3HAKOMOTO YCTPOKCTBA,;

2. Ucnonw3yit ogHopasosbie mapoiu. [locie nepexoa Ha YCHICHHYIO aBTOPH3AIUI0 TeOe
y’ke He Oy/IeT yrposkaTh OMAaCHOCTh KPa)XH WJIM TMepexBaTa IJIaTeKHOTO MapoJis;

3. Beibepu cnoxubiii mapoisb. [IpecTtymaukam OyaeT HE TPOCTO yragaTh CIIOKHBIN
naposb. HagexxHele mapoiaum — 3TO MapoJu, KOTOPBIE COAEPKAT HE MEHEEe 8 3HAKOB U
BKJIFOYAIOT B C€0sl CTPOYHBIE M MPOMHUCHBIE OYKBbI, HU(PHl U HECKOJIBKO CHMBOJIOB,
TaKkWe Kak 3HaK Jojuiapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOU JTUYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSICIIIb.

Anekmponuas nouma
DneKTpoHHAs MOYTa — 3TO TEXHOJIOTHS U MPEJOCTABISIEMbIE €10 YCIYTH 0 MEPECHUIKE U
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIECHHI, KOTOPbIE PAaCHpENEeNsioTCsl B KOMIIBIOTEPHOM CETH.
OO6bI4HO 3JIEKTPOHHBIN MOYTOBBIN SIUK BBITJISIAUT CIIEIYIOLIUM oOpazom:
UMs_TIOJIb30BaTESI(@UMS_JoMeHa. Takke KpoMme TNepeladyd MpPOCTOro TEKCTa, HNMEETCs
BO3MOKHOCTh NIepe/1aBaTh (Pailiibl.
OcHosHble cosembl no 6e30nacHol pabome ¢ 21eKMPOHHOU NOYMOU:
1. Hago BbIOpaTh MpaBUIIbHBIN MOYTOBBINA cepBUC. B MHTEpHETE €CTh OrpPOMHBIN BHIOOD
OecIIaTHBIX TIOYTOBBIX CEPBHCOB, OJTHAKO JIy4Ill€ JOBEPSATH TEM, KOrO 3HACHIb U KTO
IIEPBBIN B PEUTHUHTE;
2. He ykaszpiBaii B JMuHOM mouTe JNW4yHYyr0 uHbopmaruio. Hampumep, mydiie BeIOpaTh
«MY3bIKaJIbHBIN _(haHaT@y» uinn «pok2013» BMecTo «temal3y;
3. HUcnonw3yit AByXATANHYIO0 aBTOPU3ALMIO. ITO KOTJIa TOMUMO TMapoJs HY>KHO BBOJIUTH
KOJI, MpUChLTIaeMbIi 110 SMS;
4. BpiOepu cioxHBIM maposib. 11 KakKa0ro mOYTOBOrO SIIMKA JIOJKEH OBITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1ApOJIb;
5. Eciin ecth BO3MOXKHOCTh HamucaTh CaMOMY CBOM JIMYHBIM BOMPOC, UCIOIB3YH ATy
BO3MOKHOCTH;
6. Ucnonp3yil HECKOJIBKO MOYTOBBIX SIUIUMKOB. [lepBbIil 111 YacTHOM MEpEnucKu ¢
azipecataMu, KOTOPbIM Thl IOBEPSEIIb. JTO SJIEKTPOHHBINA aJpec HE HAJI0 UCIIOJIb30BATh
IIPU pErUCTpallMK Ha (popymax U calTax;
7. He otkppiBaif ¢aiiiabl M Apyrue BIOKEHHS B MUChMax JaKe €CIM OHU TPHUIUIA OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIIPABJIsUIN JIU OHU TeOe 3TH (paitsbl;
8. Ilocne okoHuaHus1 pabOTHI HAa MOYTOBOM CEPBHCE MEPE 3aKPHITUEM BKIAJKU C CAUTOM
He 3a0y/1b HA)KaTh Ha «BBIATHY.
Kubepbynnune unu supmyanvroe uzoeeamenbCmeo
KubepOymnuHr — npecieaoBanne cOOOMEHUIMH, COACPKAITIMHI OCKOPOJICHHUSI, arPECCHIO,
3aMMyTrUBaHUE; XYJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C TOMOUIBIO PA3TUYHBIX UHTEPHET-
CEPBHUCOB.
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Ocnognble cogemul no 6opvoe ¢ KUbepOYIIUHSOM:

1. He O6pocaiics B 60ii. Jlyummuii cnoco6: mocoBeToBaThCS Kak ceOsl BECTU M, €CJIA HET

TOTO, K KOMY MOXHO OOpaTUThCS, TO BHaudajieé YCIOKOUTbCA. Ecnu Thl HauHellb

OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHMS, TO TOJBKO €Ile OOJBIIE Pa30XKKEllb

KOH(JIUKT;

VYrpapisiit cBoel kKubeppenyTaimei;

3. AHOHUMHOCTh B ceTh MHHUMas. CylIeCTBYIOT CIOCOOBI BBISICHUTh, KTO CTOWUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He cTout BecTH XyJNHTIaHCKUN 00pa3 BUPTyalbHOU >ku3HU. HTEpHET pUKCUpPYET Bce

TBOU JCHCTBUS U COXpaHSIET UX. Y JAIUTh UX OYJET KpaiiHe 3aTpyIHUTEILHO;

Co0uromaii cBOM BUPTYaJIbHYIO Y€CTh CMOJIONY;

Urnopupyit enuHnuHbIN HeraTuB. OHOPA30BbIe OCKOPOUTENbHbBIE COOOIICHUS Ty4YIle

UrHopupoBaTb. OOBIYHO arpeccus MPeKpanaeTcss Ha Ha4aJIbHOM CTa/IHH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMHU COOOIEHUSIMHU, B COLUATBHBIX
CeTSIX €CTh BO3MOXHOCTb OJIOKMPOBKH OTIPaBKH COOOUIEHUI C OINpEeTIeHHbIX
aZpeCcoB;

8. Eciu TBHl cBuzmerens kuOepOysumHra. TBoW JHEUCTBUS: BBICTYNUTH TMPOTHB
npecieaoBaTens, IOKa3aTh €My, 4YTO €ro JCHCTBHS OLICHUBAIOTCA HETaTUBHO,
noJAJIepKaTh >KEPTBY, KOTOpPOW HY>KHa TICHXOJOTUYECKAsl TIOMOIlb, COOOUIUTh
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

no

o o

Moobunvrviii meneghon

CoBpeMeHnHble cMapTQOHBI ¥ IUIAHIIETBI COAEpPKAT B ceOe BIOJHE B3POCIBIN
(GyHKIMOHAT, W TENmeph OHM MOTYT KOHKYPHPOBAaThH CO CTAallMOHAPHBIMH KOMITHIOTEPAMHU.
OpmHako, CpeACTB 3aIIMUTHI IS TIOJOOHBIX YCTPONCTB MIOKA OYCHBh MaJlo. TECTUPOBAHKE U TIONUCK
YSA3BUMOCTEM B HUX IMPOUCXOAUT HE TaK MHTEHCHUBHO, Kak 1y [IK, To ke camoe kacaerca u
MOOWMIIBHBIX MPUIIOKESHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephbl YKe MPAaKTHYCCKH JTOTHAJIW HACTOJBHBIC aHAJIOTH,
OJIHAKO pacmUpeHue (yHKIMOHANA BJCYET 3a COOOH OOJBIIYI0 CIOKHOCTh W MEHBIIIYIO
3aIHIICHHOCTb.

Jlaneko He Bce MPOM3BOJUTENN BBITYCKAIOT OOHOBJICHHS, 3aKpHIBAIOIINE KPUTHUYCCKHC
YS3BUMOCTH JIJISI CBOMX YCTPOMCTB.

Ocnosnvie cosembl 015 Oe30nacHoCmiu MOOUIbHO20 meaepoHa.

1. Hudero He sBIsETCS MO-HACTOSAIIEMY OeCIUIaTHBIM. byb OCTOpOKEH, Beb KOT1a TeOe

npemiaraloT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO ITUTATHBIC
YCIIyTH;

2. Hymaii, npexae yeM oTnpaBuTh SMS, ¢oto win Buaeo. Thl TOUHO 3HAENIb, TJ€ OHU

OyIyT B KOHCYHOM UTOTE?

Heo6xo1uMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Vcrionb3yit aHTHBUPYCHBIE TIPOTPAMMBI TSI MOOMITBHBIX TEJIE(POHOB;

He 3arpysxaii mpuaoKeHHUsT OT HEU3BECTHOTO MCTOYHHKA, BEAh OHM MOTYT COJIEPKATh

BpPEJIOHOCHOE TIPOrPaMMHOE 00eCIICUCHUE;

6. Ilocne Toro kak ThI BBIMIEIIL C CaWTa, TNl BBOJAWI JUYHYIO WH(OpMaIuio, 3aiiu B

HACTPOWKH Opay3epa u yaanu cookies;

[lepuonuuecku mpoBepsiii KaKKMe MIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. HaBaii cBoil HOMEpP MOOWJIBLHOTO TenedoHA TONBKO JIOJSM, KOTOPBIX ThI 3HACHIb U
KOMY JIOBEpSCIIIb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOT/Ia Thl UM HE ToJib3yenibcs. He 3a0biBait
HWHOT/Ia POBEPATH 3TO.

ok w

=~
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Online uepwi

CoBpeMeHHbIE OHJIAMH-UTPBI — O3TO KPAaCOYHBbIE, 3aXBaThIBAIOLIME Pa3BJICUCHMUS,
O0OBEUHSIONINE COTHU THICAY YEJIOBEK MO BceMy MHUpY. Mrpoku uccieayroT JaHHBIM UM MHUP,
oOIIaI0TCs IPYT C JAPYrOM, BBITOJHSIOT 3aJaHusl, CPaXKalOTCsl C MOHCTPAMHU U TIOJIy4arOT OIIBIT.
3a yIOBOJBCTBUE OHM IUJIATAT: MOKYMAIOT JTUCK, OIUIAYMBAIOT aOOHEMEHT WM MPUOOpPETAIOT
KAaKHEe-TO OMILIUH.

Bce st cpenctBa uAyT Ha NONAECPKAHUE W Pa3BUTHE UIPbL, a TakKKe Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbl aBTOPHU3AllMU, BBIMYCKAIOTCS HOBBIE MATYH
(umdpoBble 3aMIaTKy 17151 TPOTrPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX WUTpax CTOMT omacaThCsl HE CTOJIBKO CBOMX CONEPHHKOB, CKOJBKO KpPaKU
TBOETO MapoJisd, HA KOTOPOM OCHOBaHa CHCTEMAa aBTOPU3ALMH OOJIBIIMHCTBA UIP.

OcHosHble cogemvl no 6€30naAcCHOCIU MB0e20 UCPO8O20 AKKAVHMA.:

1. Ecnu npyroif urpok BeAeT ceds MI0X0 WM CO3JaeT Te0e HEMPUSTHOCTH, 3a0JIOKUPYH

€ro B CIIMCKE UTPOKOB;

2. Tloxanyiics aIMAHHACTpATOpaM UTPHI Ha TUIOXO0E MTOBEACHUE ITOTO UTPOKA, KEIATSIIHBHO
IIPUJIOKUTH KAKAE-TO JI0KA3aTEIbCTBA B BUJIE CKPHUHOB;

He yxa3biBaiil muuHyo uHbopMaIuio B mpodaiisie urpsr;

YBaxaii Ipyrux y4aCTHHUKOB I10 UIPE;

He ycranaBnuBait HeopuIManbHbIe MATYU U MO/IBI;

Hcnonb3yl CII0KHBIE U pa3HbIE I1apOJIH;

Jlaxxe BO BpeMsi UIPbl HE CTOUT OTKJIOYAaTh aHTUBUpYC. l1loka Thl urpaems, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

No ok ow

Quuune unu Kpasxca TUYHblX OQHHbIX
OOBIYHOIN Kpakell JIeHer W JOKYMEHTOB CErOJHs YX€ HUKOro He yauBufiib, HO ¢
pPa3BUTHEM HWHTEPHET-TEXHOJOTHH  3JIOYMBIIUICHHUKH TIEPEMECTHINCh B HMHTEPHET, U
MPOJIOJKAIOT 3aHUMATHCA «IFOOMMBIMY JIETIOM.
Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIHMHT, TJIaBHAs IICTb
KOTOPOTO COCTOHUT B TMOJYYEHUU KOH(DHUICHIMAIBHBIX JAaHHBIX IMOJI30BATEIEH — JIOTWUHOB U
napoJsieii. Ha anrmumiickom s3eike phishing unrtaercs kak ¢umunr (ot fishing — pbiOHas 0B,
password — maposb).
Ocnognbie cogemul no 6opvbe ¢ uuiuneom:
1. Cnequ 3a cBouM akkayHTOM. Eciam Thl mojo3peBaemib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXO0IMMO 3a0JIOKMPOBATh €€ M COOOIUTh aIMUHHCTPATOpaM pecypca
00 9TOM KaK MOXHO CKOpEEe;

2. Hcnonb3yit 6e3omacHbie BeO-CaThl, B TOM YHCIIE, HHTEPHET-MAara3uHOB M MOMCKOBBIX
CUCTEM;

3. Ucnonw3yit ciokHble UM pa3Hble mapoiau. Takum oOpa3om, eciu TeOs B3JIOMAaIOT, TO
3JIOYMBITIUICHHUKH TIOJIyYaT JOCTYIT TOJIBKO K OJTHOMY TBOEMY NMPOQHIIO B CETH, a HE
KO BCEM;

4. Ecnu te0s B3IIOMaIM, TO HEOOXOIUMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
n00aBJIeHbI y T€0S B JPY3bsiX, O TOM, YTO T€OS B3JIOMald W, BO3MOXHO, OT TBOETO
UMEHHU OYyJIeT PacChlIaThCs CIlaM U CCHUIKM Ha (DPUIITMHTOBBIE CANTHI;

VYcranosu HagexHbIN apoiib (PIN) Ha MOOMIBHBIN TenedoH;

OTkJiTroun coXpaHeHue mapodsi B Opaysepe;

He otkpeiBaii ¢aitnpl 1 Apyrue BIOKEHUS B MHChMaxX JaKe €CIIM OHHM TPHIILIUA OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIIPABJISUIN JIU OHU TeOe 3TU (Paiisbl.
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Lugposas penymayus
[MudpoBast pemyranusi - 3TO HEraTUBHAsl WM MO3UTHMBHAs WH(pOpMalUsi B CETH O Tede.
Komnpomerupyromas uHpopMaius pa3MelieHHass B UHTEPHETE MOXKET CEepbe3HBIM 00pa3zoM
OTpa3UThCS Ha TBOEW peanbHOM xku3HU. «lludpoBas penmyrauus» - 3T0 TBOW UMHIIK, KOTOPHIN
dhopmupyeTcs u3 uHGOpMaIUK 0 TeOe B UHTEPHETE.
TBOE MeCTO XKUTENIbCTBA, yueObl, TBOE (PMHAHCOBOE IMOJIOKEHNE, OCOOEHHOCTU XapaKTepa
U paccKasbl 0 OJIM3KHUX — BCE 3TO HAKAIIMBAETCS B CETH.
MHorue moApoCTKY JIETKOMBICICHHO OTHOCATCA K IMyOJIMKAIMU JIMYHOW HH(OpManuu B
WNuTepHeTe, HE MOHUMAsT BO3MOXKHBIX MOCIENCTBUNA. Thl 1ake HE CMOXKEIIb JI0ralaTbCsl O TOM,
yto (oTorpadus, pa3MelieHHas 5 JeT Ha3a/l, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.
KommMmenTapuu, pazmenienue TBoux ¢otorpaduil u Ipyrue AelcTBUS MOTYT HE UCUE3HYTh
Jake MOCJIe TOT0, KaK Thl UX YJANUIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty HHPOpMAIIUIO, MoTmana
JM OHA B TMOHMCKOBBIE CHUCTEMBl M COXpAaHWJIACh JIM OHA, a IJIaBHOE: YTO MOAYMAaIOT O Tebe
OKpY’Karollee JIIOJU, KOTOpble HAAYT U yBUAAT 3T0. HaiiTu nHboOpManuio MHOTO JIET CIyCTs
CMOXeET JI000N — Kak W3 J0OpbIX MOOYKJIEHUM, TaK U C HAMEPEHUEM NPHUYMHUTH Bpeld. IDTO
MOYET OBITh KTO YTOJHO.
OcHosHble cogembl no 3auume yu@dposol penymayuu:
1. Tlogymaii, mpexnae yeM uTo-TO MyOJMKOBaTh W IepeaaBaTh y ceOs B Ojore wiM B
COLIMAJIBHOM CETH;

2. B HacTpolikax npoduiis ycTaHOBU OTPaHUYEHHS] HA IPOCMOTP TBOETO MPO(UIIL U €ro
COJIEP>KUMOT0, CIIETall €ro TOJIBKO IS APY3€i»;

3. He pa3memiaii u He yka3bBail HHPOPMAIIUIO, KOTOPAast MOXKET KOTO-THOO OCKOPOJIATH
WU OOMXKATh.

Aemopckoe npaso

CoBpeMeHHbIE MTKOJIBHUKA— aKTUBHBIE MOJIh30BaTEIN MU(PPOBOTO MpocTpaHcTBa. OTHAKO
JAJIEKO HE BCE 3HAIOT, YTO TOJH30BAHNE MHOTHMH BO3MOKHOCTSIMH ITU(GPOBOTO MHUpa TpeOyeT
COOJII0/IEHHUS MTPaB HA UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «HMHTEIUICKTyalIbHAsE COOCTBEHHOCTH» OTHOCHUTCS K Pa3IMYHBIM TBOPCHHAM
YeJIOBEYSCKOr0 yMa, HAUYMHAs ¢ HOBBIX M300PETCHUI M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TIPOAYKTBI M YCIYrd , W 3aKaHYuMBas KHUTamH, (ororpadusmu, KUHODWIBMaMHU U
MY3BIKaIbHBIMHU TTPOU3BEICHUSMH.

ABTOpCKHE MpaBa — ATO IIpaBa Ha WHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOM3BEACHUS
HayKH, JJUTEPaTyphl U HCKYCCTBa. ABTOPCKHE MpaBa BBHICTYNAIOT B KAYeCTBE rapaHTUH TOTO, YTO
WHTEJUICKTYaJIbHBIN/TBOPUECKUI TPya aBTOopa HE OyAeT HAmpacHBIM, acT €My CIpaBeIIUBBIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yjbTaTaX CBOETO TPYy/Aa, MOJIYYUTh U3BECTHOCTh U TPU3HAHUE.
HukTo Ge3 pasperieHust aBTopa HE MOXKET BOCIIPOM3BOIUT €ro MPOU3BEICHNUE, PACTIPOCTPAHSITH,
MyOJIMYHO JIEMOHCTPUPOBATh, IPOJaBaTh, MMIIOPTUPOBATh, IMyCKaTh B IPOKaT, MYOJIHMYHO
WCITOJTHSITh, IIOKA3bIBATh/UCIIONHATE B ddUpe WM pa3Menats B UHTepHETE.

Hcronp30BaHne «IUPATCKOTO» MPOTPaMMHOTO 00ecIieueHUsT MOKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEPH JaHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKH TBOETO YCTPOMCTBA, TJIE
YCTAaHOBJICHHBIA HE JerajibHas mporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JeranbHbIC M O€CIUIaTHBIC MPOrPAMMBbI, KOTOPBIE MOXKHO HAHUTH B CETH.

O nopmane

CereBu4oK.p) — TBOW TJIABHBIM COBETUYMK B CETU. 3A€Ch Thl MOXKEIIb Yy3HATH O
0€30MacHOCTH B CETH TMOHSATHBIM M JOCTYIHBIM SI3bIKOM, & TIPW BO3HMKHOBEHUW KPUTHUYECKOU
CUTYyallMM OOpaTUTHCS 32 COBETOM. A TakKe MPUHATH y4acTHE B KOHKYpCax M CTaThb CaMbIM
U (POBBIM IPaskIaHUHOM !
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